Wikileaks: CIA Hacking Tools Revealed

Momentan missen Medien wieder einmal was erwahnen, dass den USA nicht so sehr nitzt. Man tut es ein biss-
chen und schweigt dann wieder rasch, hier daher der aktuelle CIA-Text von https://wikileaks.org zum Selberlesen!

Today, Tuesday 7 March 2017, WikilLeaks
begins its new series of leaks on the U.S. Cen-
tral Intelligence Agency. Code-named " Vault
7" by WikiLeaks, it is the largest ever publi-
cation of confidential documents on the
agency.

The first full part of the series, "Year Zero",
comprises 8,761 documents and files from an
isolated, high-security network situated inside
the CIA's Center for Cyber Intelligende Lang-

ley, Virgina. It follows an introductory disclo-
sure last month of CIA targeting French political
parties and candidates in the lead up to the 2012
presidential electioh.

Recently, the CIA lost control of the majority of
its hacking arsenal including malware, viruses,

e S troj ized "zero day" exploits, mal

s 10000 rojans, weaponized "zero day" exploits, mal-
m.{m,fr'gm, ot @_ﬁ‘a ware remote control systems and associated
901 01 0pgoot 01O documentation. This extraordinary collection,

N OPER A‘T\o which amounts to more than several hundred

million lines of code, gives its possessor the en-
tire hacking capacity of the CIA. The archive ap-
pears to have been circulated among former U.Sergovent hackers and contractors in an unauthorim@ather,
one of whom has provided WikiLeaks with portionglod archive.

"Year Zero" introduces the scope and directionhef €lA's global covert hacking program, its malwargenal
and dozens of "zero day" weaponized exploits againgide range of U.S. and European company predirct
clude Apple's iPhone, Google's Android and MicrésdVindows and even Samsung TVs, which are tuimied
covert microphones.

Since 2001 the CIA has gained political and budgepaeeminence over the U.S. National Security Agen
(NSA). The CIA found itself building not just itow infamous drone fleet, but a very different tygfecovert,
globe-spanning force — its own substantial fleeh@tkers. The agency's hacking division freeditrfthaving to
disclose its often controversial operations to H&A (its primary bureaucratic rival) in order toadr on the
NSA's hacking capacities.

By the end of 2016, the CIA's hacking division, @fhformally falls under the agency's Center for &ymmtelli-
gence (CCP had over 5000 registered users and had produoes tthan a thousand hacking systems, trojans, vi-
ruses, and other "weaponized" malware. Such isthée of the CIA's undertaking that by 2016, itskeas had
utilized more code than that used to run Facebdbk.CIA had created, in effect, its "own NSA" witkien less
accountability and without publicly answering theegtion as to whether such a massive budgetaryl spedu-
plicating the capacities of a rival agency couldusgified.

In a statement to WikiLeaks the source detailscyajiuestions that they say urgently need to betddba public,

including whether the CIA's hacking capabilitiesead its mandated powers and the problem of pokkesight

of the agency. The source wishes to initiate aipud@bate about the security, creation, use, gmiffon and de-
mocratic control of cyberweapons.

Once a single cyber 'weapon' is 'loose’ it canagperound the world in seconds, to be used by sitedés, cyber
mafia and teenage hackers alike.

Julian Assange, WikiLeaks editor stated that "Theran extreme proliferation risk in the developmehcyber
'weapons'. Comparisons can be drawn between thentrodled proliferation of such 'weapons', whiclsuks
from the inability to contain them combined wittethhigh market value, and the global arms tradé.tBe sig-
nificance of "Year Zero" goes well beyond the cloetween cyberwar and cyberpeace. The disclosuatsa
exceptional from a political, legal and forensicgpective.”

! https://wikileaks.org/ciav7pl/files/org-chart.png

2 https://wikileaks.org/cia-france-elections-2012

3 https://wikileaks.org/ciav7pl/files/org-chart.png




Wikileaks has carefully reviewed the "Year ZeroSaosure and published substantive CIA documemtatiloile
avoiding the distribution of ‘armed' cyberweaponsla consensus emerges on the technical andgablitature
of the CIA's program and how such ‘weapons' shaoélyzed, disarmed and published.

Wikileaks has also decided to redaabd anonymise some identifying information in "¥Y&aro" for in depth
analysis. These redactions include ten of thousah@$A targets and attack machines throughoutri_Atinerica,
Europe and the United States. While we are awatheofmperfect results of any approach chosen, emeam
committed to our publishing model and note thatghantity of published pages in "Vault 7" part qt¢ear Ze-
ro”) already eclipses the total number of pagediglud over the first three years of the Edwardv@len NSA
leaks.

Analysis
CIA malware targets iPhone, Android, smart TVs

CIA malware and hacking tools are built by EDG (Begring Development Group), a software development
group within CCI (Center for Cyber Intelligence)department belonging to the CIA's DDI (Directorfie Digi-

tal Innovation). The DDI is one of the five majdrettorates of the CIA (see this organizationalrthaf the CIA

for more details).

The EDG is responsible for the development, tesdimdj operational support of all backdoors, explaitalicious
payloads, trojans, viruses and any other kind divaee used by the CIA in its covert operations Weslide.

The increasing sophistication of surveillance téghes has drawn comparisons with George Orwelig&t18ut
"Weeping Angel", developed by the CIA's Embeddedifes Branch (EDB) which infests smart TVs, trans-
forming them into covert microphones, is surelynitsst emblematic realization.

The attack against Samsung smart TWas developed in cooperation with the United Kioigts MIS/BTSS. Af-
ter infestation, Weeping Angel places the targetii\a 'Fake-Off' mode, so that the owner falselljelves the
TV is off when it is on. In 'Fake-Off' mode the Toperates as a bug, recording conversations indbmm and
sending them over the Internet to a covert CIAserv

As of October 2014 the CIA was also looking at atifeg the vehicle control systems used by modera aad
trucks? The purpose of such control is not specified,ibwibuld permit the CIA to engage in nearly undéibte
assassinations.

The CIA's Mobile Devices Branch (MDB) developed rarous attacks to remotely hack and control popular
smart phonesinfected phones can be instructed to send thetfi@Aiser's geolocation, audio and text communi-
cations as well as covertly activate the phoneisecta and microphone.

Despite iPhone's minority share (14.5%) of the glamart phone market in 2016, a specialized artihé CIA's
Mobile Development Branch produces malware to infasntrol and exfiltrate data from iPhones andeothpple
products running iOS, such as iP&dEIA's arsenal includes numerous local and rempéeo'days™ developed
by CIA or obtained from GCHQ, NSA, FBI or purchadeaim cyber arms contractors such as Baitshop.diie
proportionate focus on iOS may be explained bypiygularity of the iPhone among social, politicahldmatic
and business elites.

A similar unit targets Google's Android which isedsto run the majority of the world's smart phoe&5%) in-
cluding Samsung, HTC and Sofiyl.15 billion Android powered phones were sold lasdr. "Year Zero" shows
that as of 2016 the CIA had 24 "weaponized" Andraidro days'™ which it has developed itself and obtained
from GCHQ, NSA and cyber arms contractors.

These techniques permit the CIA to bypass the etiory of WhatsApp, Signal, Telegram, Wiebo, Confatel
Cloackman by hacking the "smart" phones that theyan and collecting audio and message traffic reeém-
cryption is applied.
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CIA malware targets Windows, OSx, Linux, routers

The CIA also runs a very substantial effort to @tfand control Microsoft Windows usé&rsvith its malware. This
includes multiple local and remote weaponized "zgags", air gap jumping viruses such as "HammeH"Dri
which infects software distributed on CD/DVDs, ictiers for removable media such as USBsystems to hide
data in imagéesor in covert disk areas ( "Brutal Kangarddgnd to keep its malware infestations goihg.

Many of these infection efforts are pulled togethgrthe CIA's Automated Implant Branch (AfB)which has
developed several attack systems for automatedtatien and control of CIA malware, such as "Assésand
"Medusa".

Attacks against Internet infrastructure and websenare developed by the CIA's Network Devices 8man
(NDB).#

The CIA has developed automated multi-platform naaéwvattack and control systems covering Windows; Ma
OS X, Solaris, Linux and more, such as EDB's "HI\ARY the related "Cutthroat" and "Swindle" toolbjoh are
described in the examples section befow.

CIA 'hoarded' vulnerabilities ("zero days")

In the wake of Edward Snowden's leaks about the NISAU.S. technology industry secured a commitrfrem
the Obama administration that the executive woiddldse on an ongoing basis - rather than hoaediess vul-
nerabilities, exploits, bugs or "zero days" to Appboogle, Microsoft, and other US-based manufacsur

Serious vulnerabilities not disclosed to the mactufeers places huge swathes of the population aticat infra-
structure at risk to foreign intelligence or cyleiminals who independently discover or hear runwrthe vul-
nerability. If the CIA can discover such vulneréhgb so can others.

The U.S. government's commitment to the Vulneraddi Equities Proce¥scame after significant lobbying by
US technology companies, who risk losing their sha&rthe global market over real and perceived dnideulner-
abilities. The government stated that it would ldise all pervasive vulnerabilities discovered a6d0 on an
ongoing basis.

"Year Zero" documents show that the CIA breached@bama administration's commitments. Many of thie v
nerabilities used in the CIA's cyber arsenal amygméve and some may already have been found hyiritelli-
gence agencies or cyber criminals.

As an example, specific CIA malware revealed indivBero" is able to penetrate, infest and contathtithe An-
droid phone and iPhone software that runs or hagresidential Twitter accounts. The CIA attacks Hoftware
by using undisclosed security vulnerabilities (tzelays") possessed by the CIA but if the CIA cackhthese
phones then so can everyone else who has obtamd@damvered the vulnerability. As long as the (Héeps
these vulnerabilities concealed from Apple and Gedggho make the phones) they will not be fixedd dhe
phones will remain hackable.

The same vulnerabilities exist for the populatibitaege, including the U.S. Cabinet, Congress,G&Ds, system
administrators, security officers and engineershiglng these security flaws from manufacturers lipple and
Google the CIA ensures that it can hack everyoneghmat the expense of leaving everyone hackable.

'‘Cyberwar' programs are a serious proliferation ris k
Cyber 'weapons' are not possible to keep under effective control.

While nuclear proliferation has been restrainedh® enormous costs and visible infrastructure wveolin as-
sembling enough fissile material to produce aaaitinuclear mass, cyber 'weapons', once develayedyery
hard to retain.
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Cyber 'weapons' are in fact just computer prograumigh can be pirated like any other. Since theyaartrely
comprised of information they can be copied quickith no marginal cost.

Securing such 'weapons' is particularly difficitice the same people who develop and use themthenskills to
exfiltrate copies without leaving traces — somesny using the very same 'weapons' against thenizagéons
that contain them. There are substantial pricentiees for government hackers and consultants taimlzopies
since there is a global "vulnerability market" thall pay hundreds of thousands to millions of dodl for copies
of such 'weapons'. Similarly, contractors and camgsmwho obtain such 'weapons' sometimes use thethdir
own purposes, obtaining advantage over their catopein selling 'hacking' services.

Over the last three years the United States igtilie sector, which consists of government agesciels as the
CIA and NSA and their contractors, such as Booa\Hamilton, has been subject to unprecedenteessefida-
ta exfiltrations by its own workers.

A number of intelligence community members not geblicly named have been arrested or subject terétd
criminal investigations in separate incidents.

Most visibly, on February 8, 2017 a U.S. federalngt jury indicted Harold T. Martin Il with 20 cotsmof mis-
handling classified information. The Departmentiostice alleged that it seized some 50,000 gigahyténfor-
mation from Harold T. Martin Il that he had obtathfrom classified programs at NSA and CIA, inchglihe
source code for numerous hacking tools.

Once a single cyber 'weapon' is 'loose' it canagpegound the world in seconds, to be used by gta&rs, cyber
mafia and teenage hackers alike.

U.S. Consulate in Frankfurt is a covert CIA hacker base

In addition to its operations in Langley, Virgirttee CIA also uses the U.S. consulate in Frankfud aovert base
for its hackers covering Europe, the Middle East Africa.

CIA hackers operating out of the Frankfurt congul@€enter for Cyber Intelligence Europe" or CCiEye given

diplomatic ("black") passports and State Departnmver. The instructions for incoming CIA hackenmake

Germany's counter-intelligence efforts appear iseguential: "Breeze through German Customs becpuse
have your cover-for-action story down pat, andtadly did was stamp your passport"

Your Cover Sory (for thistrip)
Q: Why are you here?
A: Supporting technical consultations at the Consulat

Two earlier WikiLeaks publications give further diéton CIA approaches to custothand secondary screening
procedure§’

Once in Frankfurt CIA hackers can travel withoutlfier border checks to the 25 European countrigisaite part
of the Shengen open border area — including Frdtadg,and Switzerland.

A number of the CIA's electronic attack methods @esigned for physical proximity. These attack rodthare
able to penetrate high security networks that &eodinected from the internet, such as police tedatabase. In
these cases, a CIA officer, agent or allied irgeltice officer acting under instructions, physicdatifjitrates the
targeted workplace. The attacker is provided withSB containing malware developed for the CIA faistpur-
pose, which is inserted into the targeted compiltee. attacker then infects and exfiltrates datemovable me-
dia. For example, the CIA attack system Fine Dirfingrovides 24 decoy applications for CIA spies te.ugo
witnesses, the spy appears to be running a proghaming videos (e.g VLC), presenting slides (Prgdgying a
computer game (Breakout2, 2048) or even runnirgke ¥irus scanner (Kaspersky, McAfee, Sophos).viike
the decoy application is on the screen, the ungiedssystem is automatically infected and ransacked

How the CIA dramatically increased proliferation ri sks

In what is surely one of the most astounding iigetice own goals in living memory, the CIA struetiits clas-
sification regime such that for the most marketghle part of "Vault 7" — the CIA's weaponized maites (im-
plants + zero days), Listening Posts (LP), and Camdrand Control (C2) systems — the agency has latial
recourse.

The CIA made these systems unclassified.
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Why the CIA chose to make its cyberarsenal undiassieveals how concepts developed for militarg de not
easily crossover to the 'battlefield' of cyber ‘war

To attack its targets, the CIA usually requireg ftemimplants communicate with their control pragrs over the
internet. If CIA implants, Command & Control andsténing Post software were classified, then ClAcefs

could be prosecuted or dismissed for violatingguleat prohibit placing classified information onte Internet.
Consequently the CIA has secretly made most afyiter spying/war code unclassified. The U.S. gowennt is

not able to assert copyright either, due to resbris in the U.S. Constitution. This means thatezryarms' manu-
factures and computer hackers can freely "pirdtesé 'weapons' if they are obtained. The CIA hasaity had

to rely on obfuscation to protect its malware secre

Conventional weapons such as missiles may be fitale enemy (i.e into an unsecured area). Proxitoitor
impact with the target detonates the ordnance dmetpits classified parts. Hence military persondelnot vio-
late classification rules by firing ordnance withssified parts. Ordnance will likely explode.tliffioes not, that is
not the operator's intent. Over the last decade kh&king operations have been increasingly drespad mili-
tary jargon to tap into Department of Defense fagdstreams. For instance, attempted "malware iojest
(commercial jargon) or "implant drops" (NSA jargaswe being called "“fires" as if a weapon was bdiregq.
However the analogy is questionable.

Unlike bullets, bombs or missiles, most CIA malweréesigned to live for days or even years aftbas reached
its 'target’. CIA malware does not "explode on iothdéut rather permanently infests its target. tdes to infect

target's device, copies of the malware must beeglam the target's devices, giving physical possess the

malware to the target. To exfiltrate data backh® €IA or to await further instructions the malwaneist com-

municate with CIA Command & Control (C2) systemagald on internet connected servers. But such seaver
typically not approved to hold classified infornuatj so CIA command and control systems are alseeradlas-
sified.

A successful 'attack’ on a target's computer syséemore like a series of complex stock maneuvers hostile

take-over bid or the careful planting of rumorsomler to gain control over an organization's leslkligr rather

than the firing of a weapons system. If there msilitary analogy to be made, the infestation ohmget is perhaps
akin to the execution of a whole series of militangneuvers against the target's territory includibgervation,

infiltration, occupation and exploitation.

Evading forensics and anti-virus

A series of standards lay out CIA malware infeetafpatterns which are likely to assist forensieneriscene in-
vestigators as well as Apple, Microsoft, GooglemSang, Nokia, Blackberry, Siemens and anti-virunganies
attribute and defend against attacks.

"Tradecraft DO's and DON'T%"contains CIA rules on how its malware should bétem to avoid fingerprints
implicating the "CIA, US government, or its wittinrtner companies” in "forensic review". Simileceet stan-
dards cover the use of encryption to hide CIA hackel malware communication (p¥f)describing targets &
exfiltrated data (pdf) as well as executing payloads (fdfind persisting (pdP in the target's machines over
time.

CIA hackers developed successful attacks against well known anti-virus programs. These are dogusttin
AV defeats? Personal Security ProductsDetecting and defeating PSPand PSP/Debugger/RE Avoidafice
For example, Comodo was defeated by CIA malwareimdgitself in the Window's "Recycle Bifi:' While Co-
modo 6.x has a "Gaping Hole of DOOM".

CIA hackers discussed what the NSA's "Equation @tdwackers did wrong and how the CIA's malware make
could avoid similar exposureé.
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Examples

The CIA's Engineering Development Group (EDG) mamagnt system contains around 500 different projects
(only some of which are documented by "Year Zeeadh with their own sub-projects, malware and hatdals.

The majority of these projects relate to tools &t used for penetration, infestation ("implant)pgontrol, and
exfiltration.

Another branch of development focuses on the dewedmt and operation of Listening Posts (LP) and @and
and Control (C2) systems used to communicate withantrol CIA implants; special projects are usetarget
specific hardware from routers to smart TVs.

Some example projects are described below, buthseble of contentsfor the full list of projects described by
WikiLeaks' "Year Zero".

UMBRAGE

The CIA's hand crafted hacking techniques poseobl@m for the agency. Each technique it has crefaeds a
"fingerprint" that can be used by forensic investigs to attribute multiple different attacks te game entity.

This is analogous to finding the same distinctivéfek wound on multiple separate murder victims. Timue
wounding style creates suspicion that a single emerdis responsible. As soon one murder in thésssblved
then the other murders also find likely attribution

The CIA's Remote Devices Branch'd MBRAGE groug® collects and maintains a substantial libfaof attack
techniques 'stolen’' from malware produced in ositeties including the Russian Federation. With UMBFEAand
related projects the CIA cannot only increase dtaltnumber of attack types but also misdirectilaition by
leaving behind the "fingerprints" of the groupstttie attack techniques were stolen from.

UMBRAGE components cover keyloggers, password ctitia, webcam capture, data destruction, persistenc
privilege escalation, stealth, anti-virus (PSP)idance and survey techniques.

Fine Dining

Fine Dining comes with a standardized questionriarenenu that CIA case officers fill out. The gimsnaire is
used by the agency's OSB (Operational Support Bj&rto transform the requests of case officers inthirecal
requirements for hacking attacks (typically "exéting" information from computer systems) for sfieopera-
tions. The questionnaire allows the OSB to identibyv to adapt existing tools for the operation, anchmuni-
cate this to CIA malware configuration staff. Th&Bfunctions as the interface between CIA operatictaff
and the relevant technical support staff.

Among the list of possible targets of the collectare 'Asset’, 'Liason Asset', 'System Administtatieoreign In-
formation Operations', 'Foreign Intelligence Agestiand 'Foreign Government Entities'. Notably abgeany
reference to extremists or transnational crimin@fe 'Case Officer' is also asked to specify thdrenment of
the target like the type of computer, operatingeysused, Internet connectivity and installed airtis utilities
(PSPs) as well as a list of file types to be exiltd like Office documents, audio, video, imagesustom file
types. The 'menu’ also asks for information if reiog access to the target is possible and how lomapserved
access to the computer can be maintained. Thisnmafiion is used by the CIA's 'JQJIMPROVISE' sofevésee
below) to configure a set of CIA malware suitedhe specific needs of an operation.

Improvise (JQJIMPROVISE)

‘Improvise' is a toolset for configuration, postgessing, payload setup and execution vector smbefdr sur-
vey/exfiltration tools supporting all major operatisystems like Windows (Bartender), MacOS (JukgBmd
Linux (DanceFloor). Its configuration utilities BkMargarita allows the NOC (Network Operation Cente cus-
tomize tools based on requirements from 'Fine DiMjuestionairies.

HIVE

HIVE is a multi-platform CIA malware suite and @ssociated control software. The project providetamiza-
ble implants for Windows, Solaris, MikroTik (used internet routers) and Linux platforms and a lngtg Post
(LP)/Command and Control (C2) infrastructure to cwmicate with these implants.
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The implants are configured to communicate via HSMAth the webserver of a cover domain; each ojoerat
utilizing these implants has a separate cover doraad the infrastructure can handle any numbemwércdo-
mains.

Each cover domain resolves to an IP address tHatdded at a commercial VPS (Virtual Private Seryeo-

vider. The public-facing server forwards all incagitraffic via a VPN to a 'Blot' server that harsd&etual con-
nection requests from clients. It is setup for omiil SSL client authentication: if a client sendsabd client cer-
tificate (only implants can do that), the connertie forwarded to the 'Honeycomb' toolserver tlmhmunicates
with the implant; if a valid certificate is missifgrhich is the case if someone tries to open tiveicdomain web-
site by accident), the traffic is forwarded to aeoserver that delivers an unsuspicious lookingsite.

The Honeycomb toolserver receives exfiltrated imfation from the implant; an operator can also thskim-
plant to execute jobs on the target computer, eddhblserver acts as a C2 (command and controleséor the
implant.

Similar functionality (though limited to Windows3 provided by the RickBobby project. See the clesbusef®
and developét guides for HIVE.

Frequently Asked Questions
Why now?

WikiLeaks published as soon as its verification andlysis were ready. In Febuary the Trump adnmatish has
issued an Executive Order calling for a "Cyberwaview to be prepared within 30 days. While theieavin-
creases the timeliness and relevance of the pablici did not play a role in setting the publicat date.

Redactions

Names, email addresses and external IP addressedban redacted in the released pages (70,876tieuain

total) until further analysis is complete.

1. Over-redaction: Some items may have been redacted that are ndogeags, contractors, targets or other-
wise related to the agency, but are, for examplthaas of documentation for otherwise public prigethat
are used by the agency.

2. ldentity vs. person: the redacted names are replaced by user IDs (ngjribeallow readers to assign multi-
ple pages to a single author. Given the redactiongss used a single person may be representeaizy m
than one assigned identifier but no identifier ref® more than one real person.

3. Archiveattachments(zip, tar.gz, ...) are replaced with a PDF listing all the file narirethe archive. As the
archive content is assessed it may be made awilabiil then the archive is redacted.

4. Attachmentswith other binary content are replaced by a hex dump of the content to pteaecidental in-
vocation of binaries that may have been infectati weaponized CIA malware. As the content is agsk#s
may be made available; until then the contentdacted.

5. Thetens of thousands of routable IP addresses references (including more than 22 thousand within the
United States) that correspond to possible targ&it&, covert listening post servers, intermediaryl dest
systems, are redacted for further exclusive ingatitin.

6. Binary files of non-public origin are only available as dumps to prevent accidémtaication of CIA mal-

ware infected binaries.

Organizational Chart
The organizational chdttcorresponds to the material published by WikilLesdx$ar.

Since the organizational structure of the CIA belbwe level of Directorates is not public, the plaeat of the
EDG and its branches within the org chart of theray is reconstructed from information containethie docu-
ments released so far. It is intended to be usedrasgh outline of the internal organization; gkede aware that
the reconstructed org chart is incomplete andititatnal reorganizations occur frequently.

Wiki pages

"Year Zero" contains 7818 web pages with 943 attamits from the internal development groupware. gdfe
ware used for this purpose is called Confluengeroprietary software from Atlassian. Webpages is fystem
(like in Wikipedia) have a version history that gamovide interesting insights on how a documentha over
time; the 7818 documents include these page hestdor 1136 latest versions.

The order of named pages within each level is detexd by date (oldest first). Page content is mesent if it
was originally dynamically created by the Confluesoftware (as indicated on the re-constructed)page
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What time period is covered?
The years 2013 to 2016. The sort order of the pagfeéin each level is determined by date (oldest)i

WikiLeaks has obtained the CIA's creation/last rfiodiion date for each page but these do not ypeapfor
technical reasons. Usually the date can be disdesnapproximated from the content and the pagerotdit is
critical to know the exact time/date contact Wikdks.

What is "Vault 7"

"Vault 7" is a substantial collection of materidloait CIA activities obtained by WikiLeaks.

When was each part of "Vault 7" obtained?

Part one was obtained recently and covers thro0d6.2Details on the other parts will be availakl¢he time of
publication.

Is each part of "Vault 7" from a different source?

Details on the other parts will be available attihee of publication.

What is the total size of "Vault 7"?

The series is the largest intelligence publicatiohistory.

How did WikiLeaks obtain each part of "Vault 7"?

Sources trust WikiLeaks to not reveal informatibattmight help identify them.

Isn't WikiLeaks worried that the CIA will act again st its staff to stop the series?

No. That would be certainly counter-productive.

Has WikiLeaks already 'mined' all the best stories?

No. WikiLeaks has intentionally not written up hueds of impactful stories to encourage othersrtd them and
S0 create expertise in the area for subsequert ipatie series. They're there. Look. Those whoohestnate jour-
nalistic excellence may be considered for earlyasdo future parts.

Won't other journalists find all the best stories b efore me?

Unlikely. There are very considerably more stotfean there are journalists or academics who agepiosition to
write them.




